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Host Discovery 
 

 

 

Victim: 192.168.56.176 

To get your Kali machine address use the command ‘ip a’ and look for the address similar to the 

victim (example -> 10.10.5.2/24 and 10.10.5.112/24 are on the same network). 

Kali: 192.168.56.101 

Nmap Scan 
 

 

 

 

 

 

 

 

 

 

 

 

 

FUFF 

Now you can navigate to that website and directory. 

 



This is a log file which contains some GET and POST entries. Looking through this file you will find the 

username and password in base64. There is also a hint for the use of TomCat. 

Decoding Base64 
 

 

 

 

Now looking at the tomcat site on port 8080. 

 

You will need to login using the manager app. 

Scroll to the WAR file deployment section. 

 

MSFVenom 
This is where we will create a Java reverse shell and upload it to the Tomcat website. 

LHOST = Listening Host (Attacking Machine). 

LPORT = Listening Port. 

If you are having problems and receiving a HTTP error make sure you are using ‘jsp’ before you create 

the shell. 



Now once you upload it, click deploy. 

 

 

 

Now you will notice the war file has been uploaded under the ‘path’ column heading. 

 

 

 

 

Setting Up NetCat 
 

 

 

Make sure you enter the same port used in the WAR payload, otherwise this will not work. 

Once you have set up the listener you can now click the ‘/shell’ (payload). 

You are now inside the machine. 

 

 

Now you can begin the escalation process. 

Flag 1 
This is in C:\Users\Public\easy_flag.txt. 

 

 

 

 

 

 



After looking around in the Public directory I find a todo list. 

It also contains credentials, which means RDP is a possibility. Here I am told that Mozilla is vulnerable 

to DLL hijacking. This is a good start, I can now use sites like google and exploitDB to find out more. 

 

Escalation 
Before I begin you must understand the basics of a DLL hijacking, do a quick google search. 

 

Why Firefox? 

The version that is installed on this machine is 3.6.8. 

MSFVenom 
The file that we have identified is dwmapi.dll. This is a system32 DLL that we can use. 

 

XFreeRDP 

Now I can run the program from the RDP session. 

 

 

 



Python Server 
Now setup a python server to transfer the malicious DLL file. 

Download it from Windows victim machine, using the Certutil command.  

And now setup another NetCat listener for the NT Admin reverse shell we will get. 

 

Blank document 
For this exploit to work, you must have one of the listed extensions from above. In my case 

mike2.html. Don’t worry it doesn’t have to contain anything or have a specific name. 

 

Move them into the Firefox Directory in C:\Program Files (x86)\Mozilla Firefox. 

Now that the DLL file and html file are inside the Firefox directory you can run the exploit. 

 

 

 

 

 

 

 

 

 

Begin by click your blank html document (or any other file with the aforementioned extensions) and 

open it with Firefox. If everything was done correctly, you will have seen a connection on your NetCat 

session. 



 

 

 

 

 

 

Flag 2 
This is in C:\Users\Administrator\Documents\hard_flag.txt. 

 

 

 

 

 


