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Host Discovery  
 

 

 

 

Note: The ip-address will look different from this. You may need to adjust the interface (i.e eth0, 

eth1…etc) and the network (192.168.2.0/24).  

Nmap 
 

 

 

 

 

 

 

 

 

 
 

 

 

 

Dirb 
 

Dirb is very good at finding directories, however not good at finding files. 

 

 



Source Code 
A quicker way to look at source code would be to use the tool ‘HTTPie’. However, the basic web-

inspection will be adequate. 

 

 

You can use Kali’s base64 tool to decode it. 

Now find the password. 

FFuf 
FFuf is a good tool to find files (you can also use Gobuster). 

 

 

 

 

 

SMBMap 
Now that a username and password have been discovered, SMBmap will now allow write access. 

This is without password and username you will not be able to upload content or view backup. 

With discovered credentials. 

 

 



SMBClient 
 

 

 

 

Flag 1 
Navigating to the /backup/ directory you will see a text file containing the easy flag.  

 

 

 

 

 

Now a backdoor can be installed, inside the /uploads/ directory. 

 

 

 

 

MSFVenom 

Make sure the shell is x64, otherwise you will have to use method 2. Upload the reverse shell to the 

/secret/uploads directory. 

Then setup a reverse shell listening on the port you set during the payload creation. 

Command: C:\inetpub\wwwroot\secret\uploads\revshell.exe 

From here you can continue or scroll down to method 2 (which is quicker). 



Type in the command mentioned above to connect to the NetCat. 

Escalation 
The WinLogon feature automates the login process, however this can lead to compromised 

credentials. 

Query the registry. 

 

 

Now it’s time to use xfreerdp for server access, you can also use Evil-WinRM. 

 

Flag 2 
The hard flag is in the administrator documents directory. 

 
 
 
 

 
 
 
 
 
 



Method 2 
After you have put in the cmdasp.aspx file inside the SMB share, you can query the registry from 
there. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
Sometimes the other way will not work, so this is a good alternative. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

END OF WALKTHROUGH 


